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2. Download & install : Global Admin to install
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® Azre AD Connect Last Sync Sync has never ELS
¥ Custom domain names Password Hash Sync Disabled

® Mobility (MDM and MAM)
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Important! Selecting a language below will dynamically change the complete page content to
that language.

Language: English Download

Install:

Downloads B Q-2

7 AzureADConnectmsi
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Agree & and Accept - Express Setting.
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Welcome

L3
Welcome to Azure AD Connect

Express Settings

Run this installation tool on the server where the service will be
installed.

Azure Active Directory Connect integrates your on-premises and online directories.

This installation tool will:
* Guide you in selecting a solution (for example, password hash synchronization or federation with AD
FS)

« Install identity synchronization and other Microsoft software components required for deployment
« Enable application telemetry and component health data by default. You can change what data is
shared with Microsoft by updating your privacy settings.

m mor: hybrid iden

[ 1 agree to the license terms and privacy notice.

.
Express Settings

Exp ttings

Conred o AzmeAD If you have a single Windows Server Active Directory forest, we will do the following:
Connect to AD DS * Configure synchronization of identities in the current AD forest of ADATUM
Configure * Configure password hash synchronization from on-premises AD to Azure AD

® Start an initial synchronization
« Synchronize all attributes
* Enable Auto Upgrade

rn mor XpI ing

Select Customize to choose advanced deployment options or import settings from an existing server.

Accept & continue

Install required components

No existing synchronization service was found on this computer. The Azure AD Connect syn
ed Component: service will be installed. @
User Sign-in

Express Settings

Synchronization Service

Specify a custom installation location
Use an existing SQL Server

Use an existing service account
Specify custom sync groups

Import synchronization settings @

Connect AAD and use Global Admin/Domain Admin



Welcome

Express Settings
Required Components
User Sign-in

Sync
Connect Directories
Azure AD sign-in
Domain/OU Filtering
Identifying users
Filtering
Optional Features
Single sign-on

Configure

7. _Add AD admin

Connect to Azure AD

Enter your Azure AD global administrator or hybrid identity administrator credentials. @

USERNAME

ﬂus ername@contoso.onmicrosoft.com ]

PASSWORD

[ |

Welcome
Express Settings
Required Components
User Sign-in
Connect to Azure AD
Sync
Azure AD sign-in
Domain/OU Filtering
Identifying users
Filtering
Optional Features
Single sign-on

Configure

Welcome
Express Settings
Required Components

Connect to Azure AD
Sync
Connect Directories
Azure AD sign-in
Domain/OU Filtering
Identifying users
Filtering
Optional Features
Single sign-on

Configure

User Sign-in

AD forest account

An AD account with sufficient permissions is required for periodic synchronization. Azure AD
Connect can create the account for you. Alternatively, you may provide an existing account with
the required permissions. Learn more about managing account permissions.

The first option is recommended and requires you to enter Enterprise Admin credentials.

Select account option.
@® Create new AD account

) Use existing AD account

ENTERPRISE ADMIN USERNAME
[aDaTUMY

PASSWORD

[ |

8. Select PTA & Enable SSO to continue

User sign-in

Select the Sign On method. o

O Password Hash Synchronization (7]
® Pass-through authentication o b
O Federation with AD Fs @

O Federation with PingFederate 0

O Do not configure @

Select this option to enable single sign-on for your corporate desktop users:

«Enable single sign-on @ ——

Connect to Azure AD
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Express Settings
Required Components
User Sign-in

Sync
Connect Directories
Azure AD sign-in
Domain/OU Filtering
Identifying users
Filtering
Optional Features
Single sign-on

Configure

Connect your AD

Welcome
Express Settings
Required Components
User Sign-in
Connect to Azure AD
Sync
Azure AD sign-in
Domain/OU Filtering
Identifying users
Filtering
Optional Features
Single sign-on

Configure

Connect to Azure AD

Enter your Azure AD global administrator or hybrid identity administrator credentials. @

USERNAME

ﬂus ername@contoso.onmicrosoft.com ]

PASSWORD

[ |

Connect your directories

Enter connection inf¢ 1 for your on-p directories or forests. @
DIRECTORY TYPE

Active Directory o
FOREST @

adatum.com hi Add Directory

No directories are currently configured.

Using Enterprise Admin to login

Welcome

Express Settings
Required Components
User Sign-in

Connect to Azure AD

Sync

Azure AD sign-in

Domain/OU Filtering

Identifying users

Filtering

Optional Features
Single sign-on

Configure

Connect Directonies

AD forest account

An AD account with sufficient permissions is required for periodic synchronization. Azure AD
Connect can create the account for you. Alternatively, you may provide an existing account with
the required permissions. Learn more about managing account permissions.

The first option is recommended and requires you to enter Enterprise Admin credentials.

Select account option.
@® Create new AD account

O Use existing AD account

ENTERPRISE ADMIN USERNAME
[ADATU M\Administrator ]

L |
A

Accept & check Continue
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Express Settings
Required Components
User Sign-in
Connect to Azure AD
Sync

Connect Directories

Azur

sign-in
Domain/OU Filtering
Identifying users
Filtering
Optional Features
Single sign-on

Configure

ect Domain

9. Sel
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Welcome
Express Settings
Required Components
User Sign-in
Connect to Azure AD
Sync

Connect Directories

Azure AD sign-in

Domain/OU Filtering

Identifying users

Filtering

Optional Features
Single sign-on

Configure

Azure AD sign-in configuration

To sign-in to Azure with the same credentials as your on-premises directory, a matching Azure AD
Domain is required. The following table lists the UPN suffixes for your on-premises environment and the
status of the associated Azure AD Domain. 9

Active Directory UPN Suffix Azure AD Domain

adatum.com Not Added o
Not Added @

microsoft.com

Q

Select the on-premises attribute to use as the Azure AD username
USER PRINCIPAL NAME o
userPrincipalName

| & continue without matching all UPN suffixes to verified |

Users will not be able to sign-in to Azure AD with on-premises credentials if the UPN suffix
does not match a verified domain. Learn more

OU to synch

Domain and OU filtering
i o< Domars [

Directory: | adatum.com

® Sync all domains and OUs <=
© sync selected domains and OUs

adatum.com

Builtin

Computers
Development

Domain Controllers
ForeignSecurityPrincipals
Infrastructure

T

LostAndFound

Managed Service Accounts
Managers

Marketing

Program Data

Research

Sales

System

Users

4

CUNNNN K

LS SRS SN S

10. Select Users and across all



Welcome
Express Settings
Required Components
User Sign-in
Connect to Azure AD
Sync
Connect Directories
Azure AD sign-in
Domain/OU Filtering
Identifying users
Filtering
Optional Features
Single sign-on

Configure

11. Keep as it

Welcome
Express Settings
Required Components
User Sign-in
Connect to Azure AD
Sync
Connect Directories
Azure AD sign-in
Domain/OU Filtering
Identifying users

Filtering

Single sign-on

Configure

Uniquely identifying your users

Select how users should be identified in your on-premises directories. 0
@ Users are represented only once across all directories.
O User identities exist across multiple directories. Match using:
& Mail attribute
ObjectSID and msExchMasterAccountSID/msRTCSIP-OriginatorSID attributes
SAMAccountName and MailNickName attributes
A specific attribute

Select how users should be identified with Azure AD. @

@ Let Azure manage the source anchor

O Choose a specific attribute
Azure will write back unique source anchors to your on-premises di y if mS-DS-
Consi vGuid is i d by vour ization. Learn more

Optional features

Select enhanced functionality if required by your organization.

Exchange hybrid deployment @
Exchange Mail Public Folders @
(] Azure AD app and attribute filtering @
[ Password hash synchronization @
[ Password writeback @
(] Group writeback 4
Device writeback @
[ Directory extension attribute sync €

Learn more about optional features.



12. Click Enable SSO & login
Enable single sign-on

Enter a domain administrator account to configure your on-premises forest for use with single sign-on.

__adatum.com Enter credentials @
Windows Security X
Forest Credentials =

Enter the credentials for the specified forest.

| ADATUM\Administrator |

[ J

Domain: ADATUM

13. C|ICk Start and conflgure

.
Wekome Ready to configure
Setti
ExgressiSettings Once you click Install, we will do the following:
Required Components e .
——— ® Configure services on this
ser Sign-in
J * Install Microsoft Azure AD Connect Authentication Agent for Pass-Through Authentication
Conhect 1o Aze AD; * Enable Pass-through authentication
Sync

© Enable single sign-on

Connect Directories  Configure Source Anchor Attribute

Azure AD sign-in o Configure 173.onmicrosoft.com - AAD C
Domain/OU Filtering * Configure adatum.com Connector

Identifying users * Disable Password hash synchronization

Filtering * Enable Azure AD Export Deletion Threshold (500)

Optional Features [V Start the synchronization process when configuration completes.

Single sign-on [] Enable staging mode: When selected, synchronization will not export any data to AD or Azure AD.

Configure

14.
- .
Configuration complete
Azure AD Connect configuration succeeded. The synchronization process has been initiated.
The configuration is complete. You can now log in to the Azure or Office 365 portal to verify

Mmmnﬁﬁomyourloddlncbryhmbuna‘md Mdoamdgn-onhﬂn
Azure portal. g

Provide your users a single sign-on experience by configuring Seamless SSO through Group
Policy. Learn more

15. Testing...Go each user account to unblock & add licenses
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https://portal.microsoft.com /#/users/.,/UserDetails/e838593d

A

-5cc0-4b73-90a5-e72

L search

Home > Active users

@ Home Acti
clive users Abbie Parsons
8 users A
Sign-in blocked
| Active users G Reset password ) Unblock -in
Contads Recommended actions 2)
Guest users
Eelaterl Ushrs Account  Devices Licenses and apps Mail  OneDrive
A Add a user
" Teams & groups v Username
Abbie@M365x88300173.onmicrosoft.com
B siling N O Displayname 1
Manage username
2 Ssetup
O Abbi skinner Last sign-in Alternate email address
« Showall B Abbk Parsons I No attempts in last 30 days None provided
View last 30 days Add address
O  Abigail Rees
Groups Roles
n O AdaRussell Sales No administrator access
16. "
&« > C () https;//portal.microsoft.com #/users/,/UserDetails /e838593d-5cc0-4b73-90a5-e7f2.. A Q@ ¢

P Ssearch

icrosoft 365 admin center

Home > Active users

@ Home %
Active users
8 users A
| Adtive users
Contacts Recommended actions (2)
Guest users
Deleted users
A Add a user
& Teams & groups v
= Billing e O Display name T
& sewp O  Abbi Skinner
«+ Show all B Abbie Parsons
O  Abigail Rees
0O Ada Russell

L sEs ()

B Enterprise Mobility + Security ES
4 of 15 licenses available

B Office 365 E5
4 of 15 licenses available

[] Office 365 F3
2 of 2 licenses available

B Windows 10/11 Enterprise E3
23 of 25 licenses available

‘ Apps (70)

17. Login Workstation and test user account to verify SSO

user AD\account or Email account

18. Go to M365 to verify to able login apps without password.



