Microsoft InTune in Azure AD-Connect.
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2. Microsoft Intune:
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I% Microsoft Intune

Third party partners
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Microsoft Intune admin center

s Mobile threat defense Pzq
L[4 Microsoft Defender b4 Built-in reporting

Organization-owned devices
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Security rules
Application protection
Device configuration

" Compliance policies
Personal devices > Conditional access
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Admin
Local Account

Find a setting

& system

@ Bluetooth & devices
@ Network & internet
#  Personalization
B Apps

| & Accounts

D Time & language
® Gaming

Accounts

&= Your info N
Accounts used by email, calendar, and contacts

) Email & accounts N
Accounts used by email, calendar, and contacts

P Sign-in options N
Windows Hello, security key, password, dynamic lock

& Family & other users N
Device access, work or school users, kiosk assigned access

Windows backup
a Back up your files, apps, preferences to restore them across >
devices

4. Verify success & restart system.

€ Settings

Admin
Local Account

Find a setting

@ System
© Bluetooth & devices
¥ Network & internet

7/ Personalization

B
s
D Time & language

Accounts > Access work or school

Get access to resources like email, apps, and the network. Your work or
school might control some things on this device when connected.

Add a work or school account _

Connected by
©  Picard)@\1365x56204355 onmicrosoftcom < v
Contoso's Azure AD

i

Related settings

Export your management log files
Your log files will be exported to: C:\Users\Public Export

\D

Create a test-taking account >
Choose an account for the test taker and enter the address

5. Login Workstation and test user account to verify SSO
user AD\account or Email account login
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R Users ~
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B Resources i » v e
Assign the Intune Administrator role
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@ Health o
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7. Go to EndPoint manager:

& Brave File

[}
B Microsoft Demos

Microsoft Intune admin center

Contoso
A Home
EL Dashl
=Y E‘W Status News
= All senites
CHl Devices P Hestty Intune add-ons
i apps 2 5 Intune add-ons offer advanced endpaint management
. Endpoint security functionality.
Device configuration @ 2 policies with error or conflict
o
Account status O Active
& Users
28 oo Client apps © No installation failures Intune Customer Success blog e
Connector status © Healthy ‘
&4 Tenant administration The Group Policy analytics tool is now generally available
Device compliance © Allin compliance
#{ Troubleshooting + support Support tip: Transitioning Jamf macO$ devices from Conditional Access to Device
Service health © Healthy
Compliance
Northern hemisphere back to schaol 2023-24 - Intune for Education
Cloud PC Guided scenarios  Seeall »
Increase productivity with Cloud PCs Deplay Edge for mobile
Easily provision Windows 365 Cloud PCs and manage them alongside your physical Configure Edge for use at work and deploy it to the iOS and Android devices managed
devices. by your organization,

8. Go to Devices & Apps & Endpoint security.
9. All Devices enroll

Microsoft Intune admin center

B Dashboard

A Home ® Devices | Overview

Ell Dashboard
= All services I O Search I ke
LI Devices @ Overview ﬂ Preview upcoming changes to Devices and provide feed|
HH
=i Apps q All devices
.i Endpoint security & Monitor Enrollment status  Enrollment alerts Complianc
E' Reports
By platform
& Users . Intune enrolled devices
W Windows LAST UPDATED 07/9/23, 14-45
s Groups
B iossirados Platform Devices
23} Tenant administration )
o macos Windows I -
X Troubleshooting + support
B Android k Lirvus 0
[0 Chrome OS (preview) Android 0
& Linux i05/iPadOs 0
Device enroliment azs .

B Enroll devices Windows Mobile |0

10. All Devices from on Azure management an on Premise (Entra ID)



oft Entra adm: %\

entra.micresoft.com

Microsoi Demos Home | Logical 0p... Sign in - go deploy .. €3 Dragand drop |.. Viddeyoze Hame - 3 American Expr
H - v C &
Microsoft Entra admin center £ Search resources, services, and docs (G+/)
Home > Devices
M Home .
j Devices | All devices X
Contass - Azare Active Directory
W Favorites v
L Download devices () Refresh 152 Manage view 5 Preview features e
@ Overview
3 Identity ~ _
Ll All devices Want to switch back to the legacy devices list experience? Click here to tum off the preview and refresh your browser. You may need to toggle it on and off once *
more
@ Overview R p
5 Device settings WL Azure Active Directory is becoming Microsoft Entra ID, 3
A users B4 @ Enterprise State Roaming D Search by name or device T Add filters
%5 Groups v &7 Bitlocker keys (Preview) [
£ Local administrator password
& Devices PN Previ 1 . .
recavery (Preview) Name 1 Enabled os Varsion Join Type Dwnar MDM
e v ¥ Diagnose and solve problems = -
N e s indows ( tybrid Azure one one
[ - .13 O v Wind 10.0,19041.1415 Hybrid Azure A. N N
All devic Activity N
I G = O ves Windaws 10.0.22000.556 Azure AD joined Microsoft Intune
Audit logs -
BitLocker keys W Auditiog
b Bulk operation recults (Praview) ] ) sea-wss @vYes  Windows 10.0.22000.556 Azure AD joined Jean Luc Picard Microsoft Intune
ﬁ Applications ¥4 =
Troubleshooting + Suppart ] F sea-cL1 @ Yes Windows 10.0.22000.556 Hybrid Azure A None None
B  Protection e —
& New suppart request '| “[ SEA-SVRZ @ ves Windows 10.0.20348.230 Hybrid Azure A None None
[ identity governance b
] m SEA-CL2 O Yes Windows 10.0.22000.318 Hybrid Azure A.. None None
@ External Identities s
] m SEA-DCT @Yes  Windows Hybrid Azure A.. None None
--+  Show mare
] |__‘j SEA-SVR1 O Yes Windows 10.0.20348.230 Hybrid Azure A.. Nane None
2 Leam& support -~

11. Go to Entra admin Center:
1 soft ] #  Browse Azure AD MDM Galler
ra.micro om

Horme | Logical Op... Sign in - go deploy @9 an . &) Drag and dre

Microsoft Entra admin center £ Search resources, services, and docs (G+/)

I Devices S Home > Mobility (MDM and MAM) (Preview)

Overview Browse Azure AD MDM Gallery

All devices

- Create your own application &7 Got feedback?
BitLocker keys

Integrating Azure AD with MDM (Mobile Device Management) allows you to enforce compliance in devices with corporate policies, add or remove applications from the
Applications A4 compliance status, and more.

88

Roles & admins b4
Pre-integrated MDM applications
B  silling v
cation
I @ Settings Fas
Exeinuhi AirWatch by VMware AppTec360 MDM FENCE-Mobile
= AuWatch Applec Grr RemoteManager MDM
Damain names airwatch /[ s L
e
W
Maobility
E| Protection L
2] 1dentity governance b Hexnode UEM IBEM MaaS360 KACE Cloud
Hexnode UEM B KACE
B External Identities e
.% User experiences b4
€3  Hybrid management A%
ManageEngine MDM Microsoft Intune Miradore Online
Zoho Corporation Pyt Lid Micrasoft Co ration Miradcre Ltd
2 Leam & support fa) MansgeEngre
P

12. Go to Microsoft Intune (Manage Mobil device + PC+ Mac)



;| M 1 # Microsoft Intune - MicrosoftEr x )

entra.microsoft.com

= Microsoft Demos Home | Logical Op.. Sign in - go deploy &% Search and Brows. ¢) Draganddrop |.. N Viddeyoze ® Home-Canva &8 American Ex
Microsoft Entra admin center £ Search resources, services, and docs (G+/)
&) Devices A
Home Mobility (MDM and MAM) (Preview)
Overview Microsoft Intune
All devices
MDM user scope O
BitLocker keys
~ ~
O nNone O some @) al
g% Applications .
MDM terms of use URL ¢
@ Roles & admins V https://portal. manage.microsoft.co.
MDM discovery URL (D
illi V
@ B‘"mg https.//enrcliment manage.microso
I@ Settings A MDM compliance URL (O
https.//portal.manage microsoft.co
Preview hub Restore default MDM URLs

MAM us e ()
Domain names user scope (V)

O None O Some . All

Mobility
MAM terms of use URL O
15 Protection v
; MAM discovery URL ©
@ Identity governance Vv Preisent
https://wip.mam.manage.microsoft..,
@ External Identities N MAM compliance URL ©
Qi view pisedisie it Restore default MAM URLs
2 Learn & support A

Save Discard Delete

«
13. Go to All Entra — Devices setting: modify settin
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B ’ # Dovices - Microsoft Entra adm X

entra.microsoft.com

= Microsoft Demos Home | Logical Op.. Sign in - go deploy & Search and Brows. ¢) Draganddrop |.. N Viddeyoze W Home-Canva @8 American Expre: W Which? Signup
Microsoft Entra admin center R Search resources, services, and docs (G+/)
Home > Devices
R Users v
3 Devices | Device settings
' Groups N Contoso - Azure Active Directory
&) Devices A S save X ‘ &7 Got feedback?
© Overview
Overview
“# All devices Gy . . .
| s Azure AD join and registration settings
£33 Device settings
BitLocker keys @ Enterprise State Roaming Users may join devices to Azure AD
. (@) sclected  None
tLocker k P
8  Applications 7 £ BitLocker keys (Preview)
£ Local administrator password Select®d
8. Roles & admins Vv recovery (Preview)
!
@ Billing v A Diagnose and solve problems
@ Settings v Activity Users may IVL‘QVIS(CFVUVIEI! devices with Azure AD (
B Auditlogs =
& Protection v
% Bulk operation results (Preview) 0 Learn more on how this setting works
(O} Identity governance N
Troubleshooting + Support
b External Identities N 2 Require Multi-Factor Authentication to register or join devices with Azure AD ©
s New support request
Ces
9} User experiences v
A\ we recommend that you require Multi-Factor Authentication to register or join devices with Azure A
a Learn & support A Access. Set this device setting to No if you require Multi-Factor Authentication using Conditional A




14. Enterprise State Roaming — Good idea to keep on

d @ entra.microsoft.com
= Microsoft Demos Home | Logical Op.. Sign in - go deploy &% Search and Brows. ¢ Drag and drop | V Viddeyoze © Home-Canva @8 American Express..
Microsoft Entra admin center £ Search resources, services, and docs (G+/)
Home > Devices
R Users Vv
£33 Devices | Enterprise State Roaming
oy Groups D% Contoso - Azure Active Directory
l@ Devices A ‘ 5] save X &’ Got feedback?
© Overview
Overview Users may sync settings and app data across devices (&)
o Al devices Selected None
All devices 3% Device settings
Selected
BitLocker keys 33 Enterprise State Roaming
BB Applications 5 42 BitLocker keys (Preview)
p Local administrator password
8. Roles & admins Vv recovery (Preview)
@ Billing " X Diagnose and solve problems
@ Settings N Activity
E Audit logs
B Protection N
o% Bulk operation results (Preview)
{8) Identity governance G
Troubleshooting + Support
External Identities W
P B New support request
8' User experiences v




15. Go to InTune admin and Set Automatic Enrollment: All & All

¥ A f \ \ Enroll devices - Microsoft Int x +
endpoint.microsoft.com . |

B Microsoft Demos Home | Logical Op.. Signin - godeploy @ S and Brows.. €) Draganddrop |.. W Viddeyoze @ Home-Canva @8 American Expres: Which? Signup Marks Stuff 4B MCT Cen

Microsoft Intune admin center ) ® &

admin@M365x562

Home > Devices | Enroll devices

1 Home @ Enroll devices | Windows enrollment
£} Dashboard
i= All services I Search ]

Learn about the seven different ways a Windows 10/11 PC can be enrolled into Intune by users or admins. Learn more.
8 pevices

Windows enroliment

> General
B Apps Apple enrollment

-

B
‘ Endpoint security

@8 Androld enroliment m Automaic Enrollment ® ® Windows Hello for Business
Gal
5 Reports @ Enrollment device limit restrictions Config ndows devices to enroll when A Replace passwords with strong two-factor
2 they join Or register with Azure Active authentication.
4 Users B Enroliment device platform Directory.

restrictions

&A Groups ?

B, Corporate device identifiers
23 Tenant administration - P ” o o o

[ CNAME Validation Enroliment Status Page
, 3 @B Device enroliment managers 2
2% Troubleshooting + support Test company domain CNAME registration for Show app and profile installation statuses to
Windows enroliment users during device setup.

a Enrollment notifications

J Send email or push notifications to devices Configure co-management settings for
after they enroll. Configuration Manager integration

Co-management Settings

Windows Autopilot Deployment Program

E Deployment Profiles Devices
e ize the A o

Manage Windows Autopilot devices.

16. Configure to enroll all

@ Brave File Edit View History

endpoint.micro:

@ Microsoft Demos Home | Logical Op...

Microsoft Intune admin center

= Home > Devices | Enroll devices > Enroll devices | Windows enrollment

Home '
f Configure
£l Dashboard Microsoft Intune
= All services S swve X rd
| Devices - -
o MOM user scope (0 Mone Some -E_
MDM terms of use URL @ https://portal. manage. microsoft.com/TermsofUse.aspx
‘ Endpaint security
E] Reports MDM discovery URL @ https://enroliment. manage microsoft. com/enrolimentserver/discovery.sve -
sl Users MDM compliance URL (2 https://portal. manage microsoft.com,?portalAction=Compliance
& Groups Restore default MDM URLs
£3 Tenant administration
MAM user scope (0 Mone Some “
#% Troubleshooting + support Y @
MAM terms of use URL (D
MAM discovery URL (O https://wip.mam.manage.micresoft.com/Enroll vy J
MAM compliance URL © v]

Restore default MAM URLs




17. Make it & use This: Windows Autopilot Deployment Program

i

endpoint.microsoft.com

B Microsoft Demos Home | Logical Op Signin-godeploy @ Searchand Brows.. &) Draganddrop |.. W Viddeyoze

Microsoft Intune admin center

Home Devices | Enroll devices

Enroll devices | Windows enroliment

4] Dashboard

= All services O Search

Directory.

n

Devices

o

3 Corporate device identifiers

42 Tenant administration after they enroll

; 3 Device enroliment managers
#5 Troubleshooting + support 9

% Deployment Profiles
C the Wind A

they join or register with Azure Active

M Windows enroliment
85 Apps
PR @ Apple enroliment Z CNAME Validation
@ Endpoint security @ Android enrollment 4 Test company domain CNAME registration for
3 Windows enroliment.
G Reports @ Enroliment device limit restrictions
“
4 Users B Enroliment device platform
22 Groups restrictions a Enrollment notifications

Send email or push notifications to devices

Enroll devices - Microsoft Int

A4 0

Which? Signup MCT Centr

® &

€ Home-Cava @ Marks Stutt 38

admin@M365x56204

authentication.

Enroliment Status Page

Show app and profile installation statuses to
users during device setup.

Co-management Settings

Configure co-management settings for
Configuration Manager integration

Windows Autopilot Deployment Program k

Devices
Manage Windows Autopilot devices,

provisioning experience.

G

18. Apple enrollment need MDM push CERTIFICATE :

Intune Connector for Active Directory
Configure hybrid Azure AD joined devices



‘ Brave File Edit View History Bookmarks People Tab Window Help

N M [ M )\ Enroll devices - Microsoft

endpoint.microsoft.com

= Microsoft Demos Home | Logical Op.. Signin - godeploy &% Search and Brows. ¢ Drag and drop | V Viddeyoze ® Home-Cawa @&

Microsoft Intune admin center

Home > Devices | Enroll devices > Enroll devices

A Home Enroll devices | Apple enrollment

£4) Dashboard

= All services O Search
. Intune requires an Apple MDM Push certificate to manage Apple de
L} Devices B Windows enroliment push certificate to begin. Learn more
H Apps 7 2 ia
- Apple enroliment prerequ isites
@& Endpoint security @ Android enroliment
&) Reports @ Enroliment device limit restrictions ('K';Q Appie MOM Push cartificate
2 3 C te required to manage Apple devices
aa Users . Enroliment device platform
restrictions
o Groups '

]

#3 Tenant administration s Corporate device identifiers
Bulk enrollment methods
X Troubleshooting + suppoit @& Device enrollment managers

Enrollment options



= Microsoft Demos Home | Logical Op.. Signin - godeploy &9 Search and Brows. ¢ Drag and drop | V Viddeyoze W€ Home-Canva #8 American Express. W Which? Signup Marks Stuff = MCT Central

Microsoft Intune admin center i g ® & admin@M365x5620435..

Home > Devices | Enroll devices > Enroll de Conﬁgure MDM Push Certificate
0 tone B Enroll devices | Apple

Edl Dashboard
All services ) Search A Essentials
In
4 pevices B Windows enroliment P Status Days until expiration
o e Not set up Not available
&2 Apps @ Apple enroliment P
Last updated Expiration
., Endpoint security @ Android enrollment Not available Not available
Gal ; Apple ID Subject |
52 Reports @ Enrollment device limit restrictions opee ihect 1D
Not set up Not set up
aa Users . Enrollment device platform Serial number
restrictions
28 Groups Not set up

m

s Corporate device identifiers

3 Tenant administration You need an Apple ‘I)M push certificate to manage Apple devices with Intune

B Steps:
, Device enroliment managers :
#% Troubleshooting + support = 9

1 | grant Microsoft permission to send both user and device information to Apple. More information on Microsoft permission.

D | agree. *

E 2. Download the Intune certificate signing request required to create an Apple MDM push certificate.

Download your CSR

3 Create an Apple MDM push certificate. More information on Apple MDM push certificate.

i i o

20. After device enroll, configuration policy and profiles

endpoint.microsoft.com

® Microsoft Demos Home | Logical Op. Signin - go deploy &5 Search and Brows ¢ Drag and drop | V Viddeyoze @ Home-Canva @8 American Express W Which? Signup
Microsoft Intune admin center g 0 ® & ad
Home
Home 2 2
f ® Devices | Overview
E4) Dashboard
= All services l Search J
[-. Devices Provisioning o Preview upcoming changes to Devices and provide feedback. -
£ Apps
@ Windows 365
@ Endpoint security i Enrollment status  Enroliment alerts ~ Compliance status  Configuration status Software update s
olicy PGS R
L‘T“J Reports
Compliance policies .
&4 Users & oo Intune enrolled devices
O Conditional access LAST UPDATED 07/9/23, 14:56
a& Groups .
[Z] Configuration profiles Platform Devices
2} Tenant administration
B Scripts Windows 2
#5 Troubleshooting + support
™ Remediations Linux 0
[E Group Policy analytics Android 0
&% Update rings for Windows 10 I i0S/iPad0OS 0
and later i
lj macOS 0
B8 Feature updates for Windows 10 ;
and later Windows Mobile |0
28 Quality updates for Windows 10 Total 2
and later
28 Driver updates for Windows 10 Enroliment failures by OS
and later 100




21. Create a profile :

i

endpoint.microsoft.com

a Microsoft Demos Home | Logical Op. Signin - godeploy & Search and Brows. ¢

Microsoft Intune admin center

Home > Devices

A Home

Bl Dashboard
= All services Search

. Profiles
8 Dpevices

Provisioning

411 T
Apps P Windows 365

s
‘ Endpoint security

= Policy
5 Reports
Compliance policies
aa Users :
O Conditional access Profile name
wb Groups

Configuration profiles
42 Tenant administration

X ™ Scripts
#< Troubleshooting + support Oslo Clients Policy
™ Remediations
OsloTP1
[ Group Policy analytics
OsloTPApple

Update rings for Windows 10
and later

B8 Feature updates for Windows 10
and later

28 Quality updates for Windows 10

and later

22. Set Apple devices configure restrictions
iv
endpoint. microso
3 Microsaft Demos

Home | Logical ao deploy

Microsoft Intune admin center
! Heome

Devices | Configuration profiles

Device restrictions

05/iPad0s

‘ﬂ‘ Home
4] Dashboard

= All sarvices

Tl Devices © configuration settings
I e ——

25 Apps v

App Store, Doc Viewing, Gaming

‘ EICER LNty “  Autonomous Single App Mode

Reports

~  Built-in apps
aa Users

~ Cloud and Storage
&4 Groups

23 Tenant administration v Connected devices

X Troubleshooting + support ~ Domains

L Ge@

~ Keyboard and dictionary
~  Kiosk

~ Locked Screen Experience
v Password

w Restricted Apps

Cancel

Drag and drop |

=] Devices | Configuration profiles

Create profile

&

Import ADMX

() Refresh

Intune data collection policy

Drag and

QsloTPApple

V' Viddeyoze

\ Devices - Microsoft Intune adr X +

€ Home-Canva @8 American Express.

L

Which? Signup

Export E= Columns
Platform : All Y Add filter
Platform V' Profile type

Windows 10 and later

Windows 10 and later

Windows 10 and later

i05/iPadOS

Windows health
monitoring

Settings catalog
Administrative
templates

Device restrictions

Marks Stutf s MCT Central

admin@M365x562043

4 profiles filter

Last modified

31/08/2023 08:41

29/08/2023 13:52

29/08/2023 09:44

29/08/2023 09:46



23. & Detail restrictions:

ne admin center

Home > Devices | Configuration profiles > OsloTPApple

A Home Device restrictions
Dashboard i0S/iPad0OS
All services

3 Devices © Cconfiguration settings
g e ———

:
£ Apps A App Store, Doc Viewing, Gaming
‘ Endpoint security
G2l Reports All enroliment type: k
£ sers These settings work for devices that were enrolled in Intune through device enrollment or user enrollment, and for
—

devices enrolled using Apple School Manager or Apple Busi with device

&4 Groups (formerly DEP). This includes all supervised devices.
& Tenant administration Block viewing corporate documents in Not configured
2 Troubleshooting + support unmanaged apps

Allow unmanaged apps to read from Not configured

managed contacts accounts (O o

Treat AirDrop as an unmanaged ( Yes Not configured )
destination ©

Block viewing non-corporate documents Yes Not configured A

in corporate apps

Allow copy/paste to be affected by Yes
managed open-in ©

)
24. Create a profile and Apply to Platform:

o [n} endpaint.microso

3 Micrasoft Demos Home | Logi .. Sig godeploy @ cl $.. &) Draganddrop |.. Vi : . [ o Ma ff BE MCT Central
Microsoft Intune admin center B 0 @ admm@hﬂf;:‘-ﬁﬁ!}; .
« .
Home > Devices Create a proﬁie W

H . . " .
b Devices | Configuration profiles
El) Dashboard

Platform

= All services £ Search «
. Profiles  Import ADMX [ setect piattorm %

Devices @ Enroll devices Android device administrator
= Create profile () Refresh L Export :
B2 apps Provisoring - Create profile () Refr POt pndroid (AOSP)

Endpoint securif
&, Endpoi ty & Windows 365 S X d Android Enterprise

O s 0
L) Reports conch 108/iPadOs
. Policy
s Profile name 1 macOs
£l Compliance policies

&B Groups

Windows 10 and later

I —— © Conditional access Intune data collection policy
&3 Tenant administration f

Windows 8.1 and later
[ Configuration profiles

# Troubleshooting + support Oslo Clients Policy

B ok OslaTP1

-]

Remediations
OslaTPApple

B

Group Policy analytics

B8 Update rings for Windows 10
and later

Feature updates for Windows 10
and later

22 Quality updates for Windows 10
and later

B8 Driver updates for Windows 10

and later




25. Compliance Policy for Policy company :

il
endpoint. microsoft.com =
B Microsoft Demos Home | Logical Op. [ ang 5 Drag and drop | WV viddeyore 2 s [ D Marks St B MCT Central
. . Tl - 5 admin@M365x56204; [
Microsoft Intune admin center & S0 contoso W
« . . s . .
Home » Devices | Compliance policies Create a pohcy *
H ~ . . e ..
A Home ! Compliance policies | Policies
4l Dashboard
Platform
All services 2 Search (@ one or more compliance policies for i0S/iPadt | Select platform bl
2 Click here to setup a Mobile Threat Defense o
[l Devices [ Policies e - e Android device administrator
Y
pps B Notifications t Create policy (O Refresh L Export | andicid (aoSP)
@, Endpoint security i= Retire noncompliant devices Android Enterprise
T [
Reports B Compliance policy settings 2t Search < iDS-’IFﬂ§5
& Users M Scripts e
Policy name 1 Platform
& Groups macOS
Oslo Complicance lo5 Polic) 05/iPa
£ Tenant administration s 4 i | Windows 10 and later
. Troubleshooting + support Windows 8.1 and later

26. No Jailbroken — Password expired — Minutes locked — Send reminder to use/block after 30days.

endpoint.microsoft.com

B Micrasalt Demos Harme | Lagical Of.. < a .. &) Dragand drop .. M W - - & Ameri

Microsoft Intune admin center

£ Home > Devices | Compliance policies > Compliance policies | Policies

Home H H H
f iOS compliance policy
4] Dashboard {05/iPad0s
= All carvices ~~ Device Health
LB Devices Jailbroken devices (D “ Not configured j
B A
sas Apps Require the device to be at or under the | Not configured v

i - De Threat Level (O
‘ Endpaint security s DWRALLAVS]

Reports ’ .
. Dewvice Properties
s Users )
Operating System Version
L& Groups
.. < Minimum OS version O Mot configured
43 Tenant administration ' a
#4 Troubleshooting + support Maximum OS version © *""- configured
Minimum OS5 build version (& Mot configured
Maximum O5 build version (0 Mot configured

~ Microsoft Defender for Endpoint

~  System Security

27. Add APPS to inTune to deploy: for device or Windows



@& Brave File 0 History Bookmar People Tab Window Help o B8 ¢ Q ] Thu 7 Sep 15:03

o i L \ Select app type - Microsoft Ir

endpoint.microsoft.com [@

® Microsoft Demos. Home | Logical Op... Signin-godeploy & Search and Brows. ¢ Drag and drop V viddeyoze © Home-Canva @ American Expre: W Which? Signup Marks Stuff & MCT Central

" 3 3 admin@M365x5620435... @
Microsoft Intune admin center R ~ contoso @

Home > Apps | Windows Select app type X

18 Homs Windows | Windows apps Create app

E4) Dashboard

" ? = App type
== All services O Search 1~ Add () Refresh '\ Filter < Expor Select app type v
8 Devices = Wi @
i il Windows apps Filters applied: Platform, App type Store app
-
&2 Apps Search by name or publisher Microsoft Store app (new)
@& Endpoint security i ty Type Microsoft Store app (legacy)
G2l Reports i
2 NP Winget Pre-Install Windows app (Wi Microsoft 365 Apps
aa Users Windows 10 and later
&& Groups Microsoft Edge, version 77 and later
2 Tenant administration Windows 10 and later
X Troubleshooting + support Web Application

Windows web link
Other

Web link
Line-of-business app

Windows app (Win32)

28. Select apps & group enrolled devices

L endpoint.micro

m Microsoft Demos Home | Logical Op... - a 2 oy ) f . £ Dragandd

Microsoft Intune admin center

o Home > Apps | Windows > Windows | Windows apps
ﬁ Home Add APP
B Dashboard Microsoft Stare app (new)
= All services
Li Devices

0 Win32 apps in the Microsoft Store app (new) are currently in preview.

22 Apps

‘ Endpaint security Selectapp * (@ Search the Microsoft Store app (new)

G Reports
Name * (O Zoom Player
aa Users
S8 Groups Description * (0 Zoom Player is a Powerful, Flexible and Highly Customizable Media Player and

Media Center software for the Windows PC platform. Using our Smart Play
23 Tenant administration

Publisher * Inmatrix

#% Troubleshooting + support
Package Identifier (0 XPBEX3OWIST9GR [D!

Installer Type Win32* k
Install behavior (0
Category (L 0 selected hll

Show this as a featured app in the C Yes m
Company Portal




29. Report apps used:

= Microsoft Demos

Microsoft Intune admin center

ﬁ Home

E4} Dashboard

i= All services

CH pevices

82 Apps

., Endpoint security
@ Reports

& Users

o Groups

_'_? Tenant administration

/% Troubleshooting + support

Home | Logical Op...

o

endpoint.microsoft.com

Signin - godeploy @ Searchand Brows.. ¢ Dragand drop |

Home Windows | Windows apps

® Zoom Player

Client Apps
[ O kearch ]

@ Overview

Apps | Windows

Delete

0 Win32 apps in the Microsoft Store app (new) are currently in preview.

Manage

. A z

'I' Properties Essentials
Publisher

Monitor Inmatrix

Operating system

b Device install status
Windows

so User install status

Device status

3

V' Viddeyoze

TOTAL

Zoom Player -

e

Microsoft Intur

Home - Canva

Installed
0

Not installed
Failed

tnstall Periding

0

Not Appicable

0

X

+

8 American Exp

Created

07/09/2023, 15:06:03
Assigned

Yes



30. Intune protection policy

B M Y 1 Intune App Pr

endpoint.

B Microsoft Demos Home | Logical Op... i op |- e W@ Home-Canva @8 Americ

Microsoft Intune admin center

Home > Apps | App protection policies > Intune App Protection

g " Intune App Protection | Properties

) Dashboard

Oslo App Protection Policy

= All services 2 Search
[l Devices @ Overview Basics Edit
Pps Manage MName Osle App Protection Policy
‘ Endpoint security Description -
w FProperties
Reports Platform i05/iPad0s
Help and support
s Users
Apps it
B Grous £* Diagnose and solve problems EE:
23 Tenant administration Target to apps on all device types Yes
#4 Troubleshooting + support Device types -
Public apps Zoom for Intune

31. Edit Policy apps:

Custom apps

Data protection Edit

Prevent backups
Send org data to other apps
Select apps to exempt

Select universal links to exempt

Block

Palicy managed apps

Default: skype;app-settings;calshow;itms;itmss;itms-apps;itms-appss;itms-
services;

http://facetime.apple.com

http://maps.apple.com

https://facetime.apple.com

httpsy//maps.apple.com



.' Brave File Edit View History Bookmarks People Tab Window Help

N \ Edit policy - Microsoft Intune
endpoint.microsoft.com

= Microsoft Demos Home | Logical Op... Signin - godeploy &% Search and Brows. ¢) Dragand drop |.. N Viddeyoze € Home - Canva & American Expr

Microsoft Intune admin center 7

Home > Apps | App protection policies > Intune App Protection | Properties

1 o Edit policy

4] Dashboard Oslo App Protection Policy
= All services
: Allow users to open data from selected
[} pevices services ()
£ Apps
Restrict cut, copy, and paste between Blocked %
@& Endpoint security other apps U
[E Reports Cut and copy character limit for any app 0
"
aa Users
22 Groups Third party keyboards "D Block
% Tenant administration Encryption
5 | Q)
2\ Tioubaseothg + aippon Encrypt org data © Not required
Functionality

Sync policy managed app data with Block

native apps or add-ins C

Printing org data © Block

Restrict web content transfer with other Any app v
apps ©

32. Update ring Policy



i

endpoint.microsoft.com

= Microsoft Demos Home | Logical Op.. Signin - go deploy & Search and Brows.

Microsoft Intune admin center

Home > Devices

ﬁ Home

E4) Dashboard

Devices - Microsoft Intune adr X+

€ Draganddrop |.. W Viddeyoze @ Home-Canva @8 American Express.

== Devices | Update rings for Windows 10 and later

Driver updates for Windows 10

2 Tenant administration and later

X Troubleshooting + support Update policies for iOS/iPadOS
B8 update policies for macOS

& Android FOTA deployments
(preview)

‘ Enroliment device limit
restrictions

B, Enrollment device platform
restrictions

33. Can make to 30days

endpoint.microsoft.com

B Microsoft Demos

Home | Logical Op... Sign in - go deploy

Microsoft Intune admin center

@ searchand Brows.. €

= All services 2 Search
-+ Create profile ) Refresh L Export E= Columns

L8 Devices [ Group Policy analytics
88 Apps B2 Update rings for Windows 10 i

and later 2 Search (O] Y Add filter
‘ Endpoint security
. 58 Feature updal@ Windows 10
52 Reports and later Name Feature deferral Quality deferral
aa Users 82 Quality updates for Windows 10 Oslo Updates 7 14

and later
&A Groups

Drag and drop | V Viddeyoze ® Home - Canva

8 American Expre w

A4

Which? Signup

Feature

Running

@

iz

8 ]
Marks Stuff §@ MCT Central

admin@M365x562043
CONT

Quality

Running

Which? Signup

3 Home

ﬁ Home

E4) Dashboard ndows 10 and later
All services
3 5 Update ring settings R
Devices O v 9 9

Apps Update settings

-]
& Endpoint security Microsoft product updates *
Bal

L& Reports

Windows drivers *
&a Users

Quality update (leferral period (days) *
ab Groups

¥ ini i Feature update deferral period (days) *
Tenant administration .

2% Troubleshooting + support
Upgrade Windows 10 devices to
Latest Windows 11 release

Set feature update uninstall period (2 -
60 days) * ©

Enable pre-release builds * ©

Select pre-release channel

Review + save

34. Windows EndPoint security

Devices | Update rings for Windows 10 and later

Oslo Updates | Properties

Edit Update ring for Windows 10 and later

@D siock
@D slock
[14

7

M No )
10

I Not Configured ‘

| Windows Insider - Release Preview




B Microsoft Demos

Home | Logical Op.

Microsoft Intune admin center

ﬁ Home

) Dashboard

= All services

CH Devices

£ Apps

‘ Endpoint security

E‘;J Reports

aa Users

&A Groups

A3 Tenant administration

#< Troubleshooting + support

B Microsoft Demos

Microsoft Intune admin center

ﬁ Home
Ed) Dashboard
All services

[ pevices

$ Apps

‘ Endpoint security
@ Reports

aa Users

&& Groups

2 Tenant administration

< Troubleshooting + support

36.
37.

Home | Logical Op.

o L \ Endpoint security - Microsoft | X

endpoint.microsoft.com

Signin - go deploy @ Search and 3 ¢ Drag and drop | V' Viddeyoze € Home -C. & American

Home

o Endpoint security | Overview

[ > Bearch I

¥ Secunity tasks

+

v a

g

n Exp W Which? Signup MCT Central

®s 0 &

Marks Stult 58

admin@M365x5620435.
CONTOSO

Enable, configure, and deploy Microsoft Defender for Endpoint to help prevent security breaches and gain visibility into your organization's

Manage

O Antivinss Protect and secure devices from one place
% Disk encryption security posture

& Firewall

B Endpoint Privilege Management

9

Endpm'@tllon and
response
App Control for Business
(Preview)

iE

©  Attack surface reduction

O Account protection Microsoft recommended security Simplified security policies Remedi dpoi &

B Device compliance settings Select any of the g ¢ to endpoint vulr reported
Assign baselines quickly and securely using jump right in and start securing your by Microsoft Defender for Endpoint and

© Conditional access our recommended settings. devices. Threat and Vulnerability Management.

Disk encryption

& Assignment failures

Firewall

Attack surface reduction

o \ A \ Endpoint security - Microsoft

endpoint.microsoft.com

Sign godeploy & Search and Brows. ¢ Drag and drop | V Viddeyoze @ Home - Canva

Home > Endpoint security

@ Endpoint security | Attack surface reduction

2 Search
Summary  Reusable settings

W Secunity tasks

& American Expre:

Microsoft Defender for Endpoint

X +
@

Which? Signup MCT Central

@

Marks Stutf 3@

el admin@M365x5620435..
e

CONTOSO

@

Manage

O Antivirus Attack surface reduction policies

®/ Disk encryption 1 Create Policy () Refresh L Export

& Firewall

I, Endpoint Privilege Management {0 Sewich by pofie name

@ Endpoint detect d Policy name T4 Policy type T4 Assigned Ty  Platform Ty Target T4  Last modified
ndpoint detection an
oshse No results

i% App Control for Business
(Preview)

Attack surface reduction
Account protection
Device compliance QD
Conditional access

Monitor

H Assignment failures






